
Alexander Semaan 
CY5150 – Fall 2020 
 

Task 6 - DoS 

Environment 

I will be targeting my laptop (victim) from a Kali Linux VM running on my Desktop on my home network. 

The Kali VM NIC is in bridged mode and has its own IP on the network. I am aiming to saturate the 

victim’s bandwidth on both port 80 (TCP) as well as ICMP requests so the victim cannot perform pings 

nor access websites through their browser, and I will be using the hping3 tool as it is quite diverse. Here 

is a graph showing the network: 
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Proof of Devices connected: 

 

Tools 

Advanced IP Scanner: a tool that scans a given network range and enumerates active devices. 

Hping3: Versatile DoS and network smashing tool that assembles and sends packets using many 

different protocols (icmp, ipv4, tcp, udp) using multiple different arguments and parameters that will be 

discussed later. The tool can also be used for network testing purposes, although it is more known for its 

DoS capabilities. 

Wireshark: Advanced packet capturing and analysis tool. 

Process 

In order to achieve the objective, there are two parts: A SYN flooding attack, and a Smurf attack, which 

will amplify the ICMP DoS by a factor of 8 (total number of connected devices on the subnet). 

1. SYN Flooding 

I will use the hping3 tool to perform a SYN flooding attack on the victim’s port 80 while spoofing source 

IP to avoid suspicion (spoofed it to the IP of the AppleTV). Here is the command: 

 

The -V argument is for verbosity, the -d argument is to determine the size of the packet in Bytes, -S is 

determine the use of SYN packets, -p is to determine the port, --spoof is to spoof the source IP, and –

flood is for the tool to send packets as quick as possible, followed by the destination IP, which in this 

case is the victim. 
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This will overload the victim with SYN packets on port 80 making the victim unable to make HTTP 

requests to websites. 

2. Smurf Attack 

I will also use the hping3 tool to perform a Smurf attack to stop the victim’s ICMP communication. Here 

is the command: 

 

The -- icmp argument is to use ICMP packets, the size of the packet is set to 10,000 so that it takes up a 

good chunk of bandwidth per packet sent, and the spoof parameter is set to the victim’s IP so that the 

ICMP replies from all the connected hosts on the network go to the victim, and the destination IP is the 

broadcast IP, so that ICMP requests go to all the devices on the network; finally we want to send these 

requests as fast as possible, so we use the -- flood argument. 

To validate that the attack is working, on the victim PC I will be running a continuous ping to 8.8.8.8 that 

is saving to a text file using the command: ping -t 8.8.8.8 > C:/…/smurfdos.txt 

After that, I will attempt to browse to a random website using google chrome (should fail). 

Additionally, I will be running Wireshark on the victim PC to view the flooding of traffic causing the DoS. 

Make sure to run commands of both attacks simultaneously – note that your network might get 

overwhelmed and it is possible that you won’t be able to reach the internet on other devices (all 

depends on your router – mine should support relatively high bandwidth). 

Outcome 

1. SYN Flood Results 

 

Hping3 sent a massive amount of packets to the victim PC, with a spoofed source that succeeded as we 

can see in this Wireshark capture: 
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And I was unable to reach any website on the victim PC during the flood: 

 

2. Smurf Attack 

 

At the same time, the Smurf attack was also successful, as we can see that the ping to 8.8.8.8 on the 

victim PC was completely disrupted with a connection timeout error: 
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And here is the traffic captured on Wireshark showing an ICMP request coming from the victim PC to 

the subnet broadcast IP and a response coming from the iPhone on the network with 10,000 Bytes of 

ICMP data: 
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The iPhone as well as all the other devices connected to the network replying to a flood of ICMP 

requests with a size of 10,000 Bytes coming from the victim IP, has clearly overwhelmed the victim and 

disabled his ability to use ICMP traffic. 

As a result, we were able to deny victim PC access to websites using web browsers, as well as their 

ability to send ICMP packets. -Success!       

 


